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§ 501.901 Paperwork Reduction Act no-
tice. 

The information collection require-
ments in subparts C and D have been 
approved by the Office of Management 
and Budget (‘‘OMB’’) under the Paper-
work Reduction Act (44 U.S.C. 3507(j)) 
and assigned control number 1505–0164. 
An agency may not conduct or sponsor, 
and a person is not required to respond 
to, a collection of information unless it 
displays a valid control number as-
signed by OMB. 

APPENDIX A TO PART 501—ECONOMIC 
SANCTIONS ENFORCEMENT PROCE-
DURES FOR BANKING INSTITUTIONS 

NOTE: This appendix provides a general 
procedural framework for the enforcement of 
all economic sanctions programs adminis-
tered by the Office of Foreign Assets Control 
(‘‘OFAC’’) only as they relate to banking in-
stitutions, as defined herein. 

I. DEFINITIONS 

A. Banking regulator means the Board of 
Governors of the Federal Reserve System, 
the Federal Deposit Insurance Corporation, 
the National Credit Union Administration, 
the Office of the Comptroller of the Cur-
rency, or the Office of Thrift Supervision. 

B. Banking institution, for purposes of this 
appendix to Part 501, means a depository in-
stitution supervised or regulated by a bank-
ing regulator. 

C. OFAC means the Department of the 
Treasury’s Office of Foreign Assets Control. 

D. Voluntary disclosure means notification 
to OFAC of an apparent sanctions violation 
by the banking institution that has com-
mitted it. However, such notification to 
OFAC is not deemed a voluntary disclosure if 
OFAC has previously received information 
concerning the conduct from another source, 
including, but not limited to, a regulatory or 
law enforcement agency or another person’s 
blocking or funds transfer rejection report. 

Notification by a banking institution is 
also not a voluntary disclosure if another 
person’s blocking or funds transfer rejection 
report is required to be filed, whether or not 
this required filing is made. Responding to 
an administrative subpoena or other inquiry 
from OFAC is not a voluntary disclosure. 
The submission of a license request is not a 
voluntary disclosure unless it is accom-
panied by a separate disclosure. 

II. ENFORCEMENT OF ECONOMIC SANCTIONS IN 
GENERAL 

A. OFAC Civil Investigation and Enforcement 
Action. OFAC is responsible for civil inves-
tigation and enforcement with respect to 

economic sanctions violations committed by 
banking institutions. In these efforts, OFAC 
may coordinate with banking regulators. 
OFAC investigations may lead to one or 
more of the following: an administrative sub-
poena, an order to cease and desist, a block-
ing order, an evaluative letter summarizing 
concerns, or a civil penalty proceeding. In 
addition to or instead of such actions, if the 
banking institution involved is currently 
acting pursuant to an OFAC license, that li-
cense may be suspended or revoked. 

B. OFAC’s Evaluation of Violative Conduct. 
The level of enforcement action undertaken 
by OFAC involving a banking institution de-
pends on the nature of the apparent viola-
tion, the enforcement objectives, and the for-
eign policy goals of the particular sanctions 
program involved. In evaluating whether to 
initiate a civil penalty action, OFAC deter-
mines whether there is reason to believe that 
a violation of the relevant regulations, stat-
utes, or Executive orders has occurred. In 
making determinations about the disposi-
tion of apparent violations by banking insti-
tutions, including evaluative letters and 
civil penalties, OFAC will consider informa-
tion provided by the banking institution and 
its banking regulator concerning the institu-
tion’s compliance program and the adequacy 
of that program based on its OFAC risk pro-
file. Further information about the evalua-
tion of compliance programs commensurate 
with the risk profile of a banking institution 
and a description of a sound OFAC compli-
ance program are provided in Annexes A and 
B. 

C. Criminal Investigations and Prosecutions. 
If the evidence suggests that a banking insti-
tution has committed a willful violation of a 
substantive prohibition or requirement, 
OFAC may refer those cases to other federal 
law enforcement agencies for criminal inves-
tigation. Cases that an investigative agency 
has referred to the Department of Justice for 
criminal prosecution also may be subject to 
OFAC civil penalty action. 

III. PERIODIC INSTITUTIONAL REVIEW 

A. Except for those significant violations 
for which prompt action, such as a civil pen-
alty proceeding or referral to other federal 
law enforcement agencies, is appropriate, 
OFAC will review institutions with viola-
tions or suspected violations on a periodic 
basis. OFAC will review each such institu-
tion’s apparent violations over a period of 
time deemed appropriate in light of the num-
ber and severity of apparent violations and 
the institution’s OFAC compliance history. 

B. Upon completing this review, OFAC will 
preliminarily determine the type of enforce-
ment action it will pursue for each apparent 
violation or related apparent violations. 
OFAC will then seek comment from the 
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banking institution and ask it to provide ad-
ditional information with regard to the ap-
parent violation or violations. OFAC also 
will ask the institution to explain what ac-
tions led to the apparent violation or viola-
tions and what actions, if any, it has taken 
to overcome the deficiencies in its systems 
that led to the apparent improper handling 
of the transactions or accounts. Depending 
on the number and complexity of the appar-
ent violations, OFAC may grant up to 30 
days for a banking institution to respond 
and may grant further extensions at its sole 
discretion where it determines this is appro-
priate. Upon receipt of the institution’s re-
sponse, OFAC will decide whether to pursue 
the intended administrative action or wheth-
er some other action would serve the same 
purpose. 

C. OFAC will subsequently send the bank-
ing institution a letter detailing its findings 
and further actions, if any, concerning the 
apparent violations. OFAC will provide the 
banking institution’s primary banking regu-
lator with a copy of this letter. 

IV. FACTORS AFFECTING ADMINISTRATIVE 
ACTION 

In making its decision as to administrative 
action, if any, OFAC will consider a number 
of factors, including, but not limited to, the 
following: 

A. The institution’s history of sanctions 
violations. 

B. The size of the institution and the num-
ber of OFAC-related transactions handled 
correctly compared to the number and na-
ture of transactions handled incorrectly. 

C. The quality and effectiveness of the 
banking institution’s overall OFAC compli-
ance program, as determined by the institu-
tion’s primary banking regulator and by its 
history of compliance with OFAC regula-
tions. 

D. Whether the apparent violation or viola-
tions in question are the result of systemic 
failures at the banking institution or are 
atypical in nature. 

E. The voluntary disclosure to OFAC of the 
apparent violation or violations by the bank-
ing institution. 

F. Providing OFAC a report of, or useful 
enforcement information concerning, the ap-
parent violation or violations. Providing a 
report, but not a voluntary disclosure, of the 
apparent violation or violations will gen-
erally be accorded less weight as a miti-
gating factor than would provision of a vol-
untary disclosure. 

G. The deliberate effort to hide or conceal 
from OFAC or to mislead OFAC concerning 
an apparent violation or violations or its 
OFAC compliance program. 

H. An analysis of current or potential 
sanctions harm as a result of a violation or 
series of related violations. This analysis 
will focus both on the specifics of the appar-

ent violation or violations and the institu-
tion’s compliance effort. 

I. Technical, computer, or human error. 
J. Applicability of a statute of limitations 

and any waivers thereof. 
K. Actions taken by the banking institu-

tion to correct the problems that led to the 
apparent violation or violations. 

L. The level of OFAC action that will best 
lead to enhanced compliance by the banking 
institution. 

M. The level of OFAC action that will best 
serve to encourage enhanced compliance by 
others. 

N. Evidence that a transaction or trans-
actions could have been licensed by OFAC 
under an existing licensing policy. 

O. Whether other U.S. government agen-
cies have taken enforcement action. 

P. Qualification of the banking institution 
as a small business or organization for the 
purposes of the Small Business Regulatory 
Enforcement Fairness Act, as determined by 
reference to the applicable regulations of the 
Small Business Administration. 

V. LICENSE SUSPENSION AND REVOCATION 

In addition to or in lieu of other adminis-
trative actions, OFAC authorization to en-
gage in a transaction or transactions pursu-
ant to a general or specific license may be 
suspended or revoked with respect to a bank-
ing institution for reasons including, but not 
limited to, the following: 

A. The banking institution has made or 
caused to be made in any license application, 
or in any report required pursuant to a li-
cense, any statement that was, at the time 
and in light of the circumstances under 
which it was made, false or misleading with 
respect to any material fact, or it has omit-
ted to state in any application or report any 
material fact that was required; 

B. The banking institution has failed to 
file timely reports or comply with the rec-
ordkeeping requirements of a general or spe-
cific license; 

C. The banking institution has violated 
any provision of the statutes enforced by 
OFAC or the rules or regulations issued 
under any such provision or relevant Execu-
tive orders and such violation or violations 
are significant and merited civil penalty or 
other enforcement action; 

D. The banking institution is reasonably 
believed to have counseled, commanded, in-
duced, procured, or knowingly aided or abet-
ted the violation of any provision of any 
legal authority referred to in paragraph C; 

E. Based on the information available to 
it, OFAC considers the banking institution’s 
compliance program inadequate; or 

F. The banking institution has committed 
any other act or omission that demonstrates 
unfitness to conduct the transactions au-
thorized by the general or specific license. 
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VI. CIVIL PENALTIES 

The procedures for addressing the actions 
of banking institutions that OFAC decides 
merit civil penalty treatment are provided 
in the regulations governing the particular 

sanctions program involved, or, in the case 
of sanctions regulations issued pursuant to 
the Trading with the Enemy Act, in this 
Part. The factors listed in Section IV will be 
considerations in the civil penalty process. 

ANNEX A—OFAC RISK MATRICES 
[The following matrices can be used by banking institutions to evaluate their compliance programs. Matrix A is from the FFIEC 

Bank Secrecy Act Anti-Money Laundering Examination Manual published in 2005, Appendix M (‘‘Quantity of Risk Matrix— 
OFAC Procedures’’)] 

Low Moderate High 

Matrix A 

Stable, well-known customer base in a lo-
calized environment.

Customer base changing due to branch-
ing, merger or acquisition in the do-
mestic market.

A large, fluctuating client base in an 
international environment. 

Few high-risk customers; these may in-
clude nonresident aliens, foreign cus-
tomers (including accounts with U.S. 
powers of attorney) and foreign com-
mercial customers.

A moderate number of high-risk cus-
tomers.

A large number of high-risk customers. 

No overseas branches and no cor-
respondent accounts with foreign banks.

Overseas branches or correspondent ac-
counts with foreign banks.

Overseas branches or multiple cor-
respondent accounts with foreign 
banks. 

No electronic banking (e-banking) serv-
ices offered, or products available are 
purely informational or non-transactional.

The bank offers limited e-banking prod-
ucts and services.

The bank offers a wide array of e-bank-
ing products and services (i.e., ac-
count transfers, e-bill payment, or ac-
counts opened via the Internet). 

Limited number of funds transfers for cus-
tomers and non-customers, limited 
third-party transactions, and no inter-
national funds transfers.

A moderate number of funds transfers, 
mostly for customers. Possibly, a few 
international funds transfers from per-
sonal or business accounts.

A high number of customer and non- 
customer funds transfers, including 
international funds transfers. 

No other types of international trans-
actions, such as trade finance, cross- 
border ACH, and management of sov-
ereign debt.

Limited other types of international trans-
actions.

A high number of other types of inter-
national transactions. 

No history of OFAC actions. No evidence 
of apparent violation or circumstances 
that might lead to a violation.

A small number of recent actions (i.e., 
actions within the last five years) by 
OFAC, including notice letters, or civil 
money penalties, with evidence that 
the bank addressed the issues and is 
not at risk of similar violations in the 
future.

Multiple recent actions by OFAC, where 
the bank has not addressed the 
issues, thus leading to an increased 
risk of the bank undertaking similar 
violations in the future. 

Matrix B. This matrix consists of additional factors that may be considered by banking institutions in assessing com-
pliance programs in addition to Appendix M of the FFIEC Bank Secrecy Act Anti-Money Laundering Examination 
Manual. 

Management has fully assessed the 
bank’s level of risk based on its cus-
tomer base and product lines. This un-
derstanding of risk and strong commit-
ment to OFAC compliance is satisfac-
torily communicated throughout the or-
ganization.

Management exhibits a reasonable un-
derstanding of the key aspects of 
OFAC compliance and its commitment 
is generally clear and satisfactorily 
communicated throughout the organi-
zation, but it may lack a program ap-
propriately tailored to risk.

Management does not understand, or 
has chosen to ignore, key aspects of 
OFAC compliance risk. The impor-
tance of compliance is not empha-
sized or communicated throughout the 
organization. 

The board of directors, or board com-
mittee, has approved an OFAC compli-
ance program that includes policies, 
procedures, controls, and information 
systems that are adequate, and con-
sistent with the bank’s OFAC risk profile.

The board has approved an OFAC com-
pliance program that includes most of 
the appropriate policies, procedures, 
controls, and information systems nec-
essary to ensure compliance, but 
some weaknesses are noted.

The board has not approved an OFAC 
compliance program, or policies, pro-
cedures, controls, and information sys-
tems are significantly deficient. 

Staffing levels appear adequate to prop-
erly execute the OFAC to properly exe-
cute the OFAC compliance program.

Staffing levels appear generally ade-
quate, but some deficiencies are 
noted.

Management has failed to provide ap-
propriate staffing levels to handle 
workload. 

Authority and accountability for OFAC 
compliance are clearly defined and en-
forced, including the designations of a 
qualified OFAC officer.

Authority and accountability are defined, 
but some refinements are needed. A 
qualified OFAC officer has been des-
ignated.

Authority and accountability for compli-
ance have not been clearly estab-
lished. No OFAC compliance officer, 
or an unqualified one, has been ap-
pointed. The role of the OFAC officer 
is unclear. 
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ANNEX A—OFAC RISK MATRICES—Continued 
[The following matrices can be used by banking institutions to evaluate their compliance programs. Matrix A is from the FFIEC 

Bank Secrecy Act Anti-Money Laundering Examination Manual published in 2005, Appendix M (‘‘Quantity of Risk Matrix— 
OFAC Procedures’’)] 

Low Moderate High 

Training is appropriate and effective 
based on the bank’s risk profile, covers 
applicable personnel, and provides nec-
essary up-to-date information and re-
sources to ensure compliance.

Training is conducted and management 
provides adequate resources given 
the risk profile of the organization; 
however, some ares are not covered 
within the training program.

Training is sporadic and does not cover 
important regulatory and risk areas. 

The institution employs strong quality con-
trol methods.

The institution employs limited quality 
control methods.

The institution does not employ quality 
control quality control methods. 

ANNEX B—SOUND BANKING INSTITUTION OFAC 
COMPLIANCE PROGRAMS 

A. Identification of High Risk Business Areas. 
A fundamental element of a sound OFAC 
compliance program rests on a banking in-
stitution’s assessment of its specific product 
lines and identification of the high-risk 
areas for OFAC transactions. As OFAC sanc-
tions reach into virtually all types of com-
mercial and banking transactions, no single 
area will likely pass review without consid-
eration of some type of OFAC compliance 
measure. Relevant areas to consider in a risk 
assessment include, but are not limited to, 
the following: retail operations, loans and 
other extensions of credit (open and closed- 
ended; on and off-balance sheet, including 
letters of credit), funds transfers, trust, pri-
vate and correspondent banking, inter-
national, foreign offices, over-the-counter 
derivatives, internet banking, safe deposit, 
payable through accounts, money service 
businesses, and merchant credit card proc-
essing. 

B. Internal Controls. An effective OFAC 
compliance program should include internal 
controls for identifying suspect accounts and 
transactions and reporting to OFAC. Inter-
nal controls should include the following ele-
ments: 

1. Flagging and Review of Suspect Trans-
actions and Accounts. A banking institution’s 
policies and procedures should address how it 
will flag and review transactions and ac-
counts for possible OFAC violations, whether 
conducted manually, through interdiction 
software, or a combination of both methods. 
For screening purposes, a banking institu-
tion should clearly define procedures for 
comparing names provided on the OFAC list 
with the names in its files or on the trans-
action and for flagging transactions or ac-
counts involving sanctioned countries. In 
high-risk and high-volume areas in par-
ticular, a banking institution’s interdiction 
filter should be able to flag close name deri-
vations for review. New accounts should be 
compared with the OFAC lists prior to allow-
ing transactions. Established accounts, once 
scanned, should be compared regularly 
against OFAC updates. 

2. Updating the Compliance Program. A 
banking institution’s compliance program 
should also include procedures for maintain-
ing current lists of blocked countries, enti-
ties, and individuals and for disseminating 
such information throughout the institu-
tion’s domestic operations and its offshore 
offices, branches and, for purposes of the 
sanctions programs under the Trading with 
the Enemy Act, foreign subsidiaries. 

3. Reporting. A compliance program should 
also include procedures for handling trans-
actions that are validly blocked or rejected 
under the various sanctions programs. These 
procedures should cover the reporting of 
blocked and rejected items to OFAC as pro-
vided in § 501.603 of this Part and the annual 
report of blocked property required by 
§ 501.604 of this Part. 

4. Management of blocked accounts. An audit 
trail should be maintained in order to rec-
oncile all blocked funds. A banking institu-
tion is responsible for tracking the amount 
of blocked funds, the ownership of those 
funds, interest paid on those funds, and the 
release of blocked funds pursuant to license. 

5. Maintaining License Information. Sound 
compliance procedures dictate that a bank-
ing institution maintain copies of customers’ 
OFAC specific licenses on file. This will 
allow a banking institution to verify wheth-
er a customer is initiating a legal trans-
action. If it is unclear whether a particular 
transaction is authorized by a license, a 
banking institution should confirm this with 
OFAC. Maintaining copies of licenses will 
also be useful if another banking institution 
in the payment chain requests verification of 
a license’s validity. In the case of a trans-
action performed under general license (or, 
in some cases, a specific license), it is sound 
compliance for a banking institution to ob-
tain a statement from the licensee that the 
transaction is in accordance with the terms 
of the license, assuming the banking institu-
tion does not know or have reason to know 
that the statement is false. 

C. Testing. Except for a banking institution 
with a very low OFAC risk profile, a banking 
institution should have a periodic test of its 
OFAC program performed by its internal 
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audit department or by outside auditors, 
consultants, or other qualified independent 
parties. The frequency of the independent 
test should be consistent with the institu-
tion’s OFAC risk profile; however, an in- 
depth audit of each department in the bank-
ing institution might reasonably be con-
ducted at least once a year. The person(s) re-
sponsible for testing should conduct an ob-
jective, comprehensive evaluation of OFAC 
policies and procedures. The audit scope 
should be comprehensive and sufficient to 
assess OFAC compliance risks across the 
spectrum of all the institution’s activities. If 
violations are discovered, they should be 
promptly reported to both OFAC and the 
banking institution’s banking regulator. 

D. Responsible Individuals. It is sound com-
pliance procedure for an institution to des-
ignate a qualified individual or individuals 
to be responsible for the day-to-day compli-
ance of its OFAC program, including at least 
one individual responsible for the oversight 
of blocked funds. This individual or these in-
dividuals should be fully knowledgeable 
about OFAC statutes, regulations, and rel-
evant Executive orders. 

E. Training. A banking institution should 
provide adequate training for all appropriate 
employees. The scope and frequency of the 
training should be consistent with the OFAC 
risk profile and the particular employee’s re-
sponsibilities. 

[71 FR 1974, Jan. 12, 2006] 

PART 505—REGULATIONS PROHIB-
ITING TRANSACTIONS INVOLV-
ING THE SHIPMENT OF CERTAIN 
MERCHANDISE BETWEEN FOR-
EIGN COUNTRIES 

Sec. 
505.01 Short title. 
505.10 Prohibitions. 
505.20 Definitions. 
505.30 Licenses. 
505.31 General license for offshore trans-

actions from certain countries. 
505.40 Records and reports. 
505.50 Penalties. 
505.60 Procedures. 

AUTHORITY: 31 U.S.C. 321(b); 50 U.S.C. App. 
1–44; Pub. L. 101–410, 104 Stat. 890 (28 U.S.C. 
2461 note); E.O. 9193, 7 FR 5205, 3 CFR, 1938– 
1943 Comp., p. 1174; E.O. 9989, 13 FR 4891, 3 
CFR, 1943–1948 Comp., p. 748. 

SOURCE: 18 FR 4291, July 23, 1953, unless 
otherwise noted. 

§ 505.01 Short title. 

The regulations in this part may be 
referred to as the Transaction Control 
Regulations. 

[19 FR 5483, Aug. 27, 1954] 

§ 505.10 Prohibitions. 

Except as specifically authorized by 
the Secretary of the Treasury (or any 
person, agency, or instrumentality des-
ignated by him) by means of regula-
tions, rulings, instructions, licenses, or 
otherwise, no person within the United 
States, for his own account or that of 
another, may purchase or sell or ar-
range the purchase or sale of any mer-
chandise in any foreign country or ob-
tain from any banking institution a 
credit or payment in connection there-
with, or attempt to do any of the fore-
going, if: 

(a) The transaction involves the ship-
ment from any foreign country of any 
merchandise directly or indirectly to 
any destination within a country on 
the attached schedule, and 

(b) The merchandise is of a type the 
unauthorized exportation of which 
from the United States is prohibited by 
regulations issued under the Arms Ex-
port Control Act of 1976, 22 U.S.C. 2778, 
or the Atomic Energy Act of 1954, 42 
U.S.C. 2011–2297g–4, or successor acts 
restricting the esportation of strategic 
goods. 

SCHEDULE 

Albania 
Bulgaria 
Cambodia 
The Czech Republic 
Estonia 
Latvia 
Lithuania 
North Korea 
Mongolia 
People’s Republic of China 
Poland 
Romania 
The Slovak Republic 
The geographic area formerly known as the 

Union of Soviet Socialist Republics 
Vietnam 

[30 FR 1284, Feb. 6, 1965, as amended at 50 FR 
27437, July 3, 1985; 56 FR 45895, Sept. 9, 1991; 
58 FR 13198, Mar. 10, 1993; 60 FR 34144, June 
30, 1995] 
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